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Detailed Office Action 



2. 



A request for continued examination under 37 CFR 1.114, including the fee set forth 
in 37 CFR 1 -17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office 
action has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed 
on November 13, 2007 has been entered. 
Claims 1- 13 have been examination. 



Claims 10 and 1 1 are objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 



Allowable Subject Matter 



Claim Rejections - 35 USC § 103 



4. 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action; 
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(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

5. Claims 1-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Gennaro 
et al., (hereinafter Gennaro) U.S. Patent No. 5,937,066 in view of Markus Jackobsson 

(hereinafter Jackobsson) U.S. Patent No. 6,687,822 and further in view of Menezes 
et al., (hereinafter Menezes) U.S. Patent No. 5,473,691. 

6. As to claim 1, Gennaro discloses the invention substantially as claimed. Gennaro 
teaches a method for using a document, comprising: issuing a document usage 
request for using the document in a session [col. 13, lines 47-50], (message transmits 
is encrypted and decrypted); authenticating the encrypted document (col. 10, lines 51- 
55); receiving authorization to use the encrypted document (col. 10, lines51-55, and 
col. 25, lines 50-60); receiving session key for the session (col. 10, lines 58-62); 
receiving a proxy key that delegates decryption to the session (col. 10, lines 57-67, 
key encrypting key allowing them to decrypt the encrypted data keys (session key); 
wherein the session key may be used to decrypt the encrypted document as part of the 
session rendering process only of the decrypted document are available to an end 
user. However, Gennaro does not explicitly disclose partially encrypted and proxy 
key. 
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7. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted and proxy 
key (Jakobsson teaches the proxy has the key that allow to decrypt the transcript, each 
server performs on partial decryption and one partially encryption), [see Jackobsson, 
col. 6, lines 19-27 and col. 10, lines 1-16]. 

8. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted and proxy key because it would have provided 
specific techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. Also, Gennaro and 
Jackobsson do not explicitly disclose only rendered images available to users. 

9. In the same field of endeavor, Menezes discloses (e.g., a system and method for 
computer data transmission). Menezes discloses only rendered images available to 
users [see Menezes, col. 1-35] (indicates that the message data contains rendered 
images only). 

10. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Meniezes's teaching of a 
system and method for computer data transmission with the teachings of Gennaro to 
have only rendered images available to users for the purpose of increasing the 
functionality of the fax machines (see Menezes, col. 5, lines 63-66). 
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11. As to claim 2, Gennaro teaches the invention as claimed, further comprising: 
retrieving terms and conditions of the session; retrieving usage parameters and system 
resource information for the session; and comparing the retrieved usage parameters 
and system resources and the retrieved terms and conditions, wherein the authorized 
usage is based on comparison results of the retrieved usage parameters and system 
resources and the retrieved terms and conditions (col. 10, lines 51-67), 

12. As to claim 3, Gennaro teaches the invention as claimed, wherein the retrieved terms 
and conditions are associated with at least one of identification of the encrypted 
document and usage type (col. 14, lines 35-38). However, Gennaro does not explicitly 
disclose partially encrypted. 

13. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

14. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 
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15. As to claim 4, Germaro teaches the invention as claimed, wherein the document 
usage request contains at least one of document identification, usage type, and user 
identification (col. 30, lines 41-55). 

16. As to claim 5, Gennaro teaches the invention as claimed, wherein authenticating the 
protected document comprises at least one of: checking a digital signature associated 
with the encrypted document; and verifying integrity of each component of the 
protected document (col.l 1, lines 30-35). However, Gennaro does not explicitly 
disclose partially encrypted. 



17. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

18. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 
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19. As to claim 6, Gennaro discloses the invention substantially as claimed. Gennaro 
teaches a a usage authorization system for using a encrypted document, comprising: a 
request receiving device that receives a document usage request for using the 
encrypted document in a session (col. 13, lines 47-50, message transmits is encrypted 
and decrypted); a document processing device that authenticates the encrypted 
document (col. 10, lines 51-55); a document source that authorizes usage of the 
encrypted document, and issues a proxy key that delegates decryption to the session 
(col. 10, lines 57-67, key encrypting key allowing them to decrypt the encrypted data 
keys (session key)); an access device that, along with the document device, creates a 
session key for the session, wherein the session key may be used to decrypt the 
encrypted document as part of the session rendering process only of the decrypted 
document are available to an end user (see col. 10, lines 57-67). However, Gennaro 
does not explicitly disclose partially encrypted and proxy key. 

20. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted and proxy 
key (Jakobsson teaches the proxy has the key that allow to decrypt the transcript, 
each server performs on partial decryption and one partially encryption), [see 
Jackobsson, coL6, lines 19-27 and col. 10, lines 1-16]. 

21. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson 5 s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted and proxy key because it would have provided 
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specific techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. Also, Gennaro and 
Jackobsson do not explicitly disclose only rendered images available to users. 

22. In the same field of endeavor, Menezes discloses (e.g., a system and method for 
computer data transmission). Menezes discloses only rendered images available to 
users [see Menezes, col. 1-35] (indicates that the message data contains rendered 
images only). 

23. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Menezes 5 s teaching of a 
system and method for computer data transmission with the teachings of Gennaro to 
have only rendered images available to users for the purpose of increasing the 
functionality of the fax machines (see Menezes, col.5, lines 63-66). 

24. As to claim 7, Gennaro teaches the invention as claimed, wherein the document 
source retrieves terms and conditions of the session, retrieves usage parameters and 
system resource information for the session, and compares the retrieved usage 
parameters and system resources and the retrieved terms and conditions, the 
authorized usage being based on comparison results of the retrieved usage parameters 
and system resources and the retrieved terms and conditions (col. 10, lines 51-67). 

25. As to claim 8, Gennaro teaches the invention as claimed, wherein the retrieved terms 
and conditions are associated with at least one of identification of the encrypted 



Application/Control Number: 09/731 ,91 7 Page 9 

Art Unit: 2144 

document and usage type (col. 14, lines 35-38). However, Gennaro does not 
explicitly disclose partially encrypted. 

26. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

27. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 

28. As to claim 9, Gennaro teaches the invention as claimed, wherein the document usage 
request contain at least one of document identification, usage type, and user 
identification (col. 30, lines 41-55). 

29. As to claim 10, Gennaro teaches the invention as claimed, wherein the document 
processing device authenticates the protected document by at least one of: checking a 
digital signature associated with the encrypted document; and verifying integrity of 
each component of the encrypted document (col. 1 1, lines 30-35). However, Gennaro 
does not explicitly disclose partially encrypted. 



Application/Control Number: 09/731,917 Page 10 

Art Unit: 2144 

30. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

31. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson 5 s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 

32. As to claim 11, Gennaro teach the invention as claimed, comprise a combination of 
performing partial rendering transformation (col. 5, lines 45-65). 

33. As to claim 12, Gennaro teaches the invention as claimed, wherein the session and 
proxy keys are not usable for directly decrypting the encrypted document without 
rendering the encrypted document and performing proxy transformation on the 
rendered document (16, lines 45-50). However, Gennaro does not explicitly disclose 
partially encrypted. 

34. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
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(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

35. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 

36. As to claim 13, Gennaro discloses the invention substantially as claimed. Gennaro 
teaches a method for using a partially encrypted document, comprising: receiving a 
document usage request for using the encrypted document in a session [col . 13, lines 
47-50]; authorizing use the encrypted document (col. 10, lines 51-55); creating a 
session key for the session, and issuing a proxy key that delegates decryption to the 
session (col. 10, lines 57-67, key encrypting key allowing them to decrypt the 
encrypted data keys (session key), wherein the session key enable: rendering a non- 
encrypted portion of the partially encrypted document; performing a proxy 
transformation on the partially rendered, partially encrypted document(col.l0, 
lines51-55, and col . 25, lines 50-60); and decrypting the proxy transformed, partially 
rendered, partially encrypted document using the session key, wherein the session key 
may be used to decrypt the encrypted document as part of the session rendering 
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process only of the decrypted document are available to an end user. However, 
Gennaro does not explicitly disclose partially encrypted and proxy key. 

37. . In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 

providing translation certificates). Jakobsson discloses partially encrypted and proxy 
key (Jakobsson teaches the proxy has the key that allow to decrypt the transcript, each 
server performs on partial decryption and one partially encryption), [see Jackobsson, 
col. 6, lines 19-27 and col. 10, lines 1-16]. 

38. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted and proxy key because it would have provided 
specific techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. Also, Gennaro and 
Jackobsson do not explicitly disclose only rendered images available to users. 

39. In the same field of endeavor, Menezes discloses (e.g., a system and method for 
computer data transmission). Menezes discloses only rendered images available to 
users [see Menezes, col. 1-35] (indicates that the message data contains rendered 
images only). 

40. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Menezes' s teaching of a 
system and method for computer data transmission with the teachings of Gennaro to 
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have only rendered images available to users for the purpose of increasing the 
functionality of the fax machines (see Menezes, col.5, lines 63-66), 

Conclusion 



41. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Tammy T. Nguyen whose telephone number is 571-272- 
3929. The examiner can normally be reached on Monday - Friday 8:30 - 5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Vaughn can be reached on 571-272-3922. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/THANH Tammy NGUYEN/ 
Primary Examiner, Art Unit 2144 
February 28, 2008 



